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ABSTRACT 



A data reproducing apparatus high in security against unau- 
thorized duplication. A drive 20 includes a first CSS encoder 
21 for performing first encryption processing on picture data 
etc reproduced from an optical disc D and a second CSS 
encoder 22 for performing second encryption processing 
different from the first encryption processing on the media 
type information of the optical disc D. The drive transmits 
the so-processed data or information. A data processing 
device 30 performs decryption processing on the transmitted 
picture data etc and on the media type information by 
respective independent decoders. The data processing appa- 
ratus detects the copyright control information from the 
picture data etc and performs reproduction limitation or 
recording limitation on the picture data etc. 

54 Claims, 7 Drawing Sheets 
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ENCRYPTED DATA REPRODUCING more copy" specifying thai data has been copied from the 

TRANSMITTING AND PROCESSING above "one copy" data, or "never copy" specifying that 

METHOD AND APPARATUS WITH copying cannot be permitted. The reproducing device or the 

SEPARATELY ENCRYPTED CONTROL DATA recording device, which has detected this copyright control 

5 information, limits reproduction or recording on the picture 
or music data. 

BACKGROUND OF THE INVENTION The compressed picture data or compressed speech data, 

1. Field of the Invention rccor ^ cd 00 0 f Ucal disc D ' * CDCryplcd by 3 predctCr " 

, . mined encrypting key. 

This invention relates to a data reproducing method and 10 

apparatus, a data transmitting method, a data transmittmg mformation P of ^ ^ disc D aI witQ lhe ab( J£ 

system, and a data processuig method an ^ ^ara^ for £ or ^ media 

protecting he copynght of da hnnU information's the information specifying whether the opd- 

medium or transmuted over a transmission medium, and for ROM disc or a recordable RAM 

safeguarding against unauthorized duplication. 15 ^ 3 

2. Description of the Related Art ^ ^ optical ^ D> ^ ^ media type informa . 
Recently, with coming into widespread use of digital liQQ a& weU ^ lhe picture or audio data ^ read 

contents, such as Internet or digital video discs, infringe- om . ±t ^ ^ drfve 1Q1 

meats of the digital contents by unauthorized duplication of sends ^ 

the digital contents, frequently give rise to a problem. 20 P ^ compressed ^ and ^ ^ type 

For coping with this problem, there has recently been m f ormat i OQ ovcr the transmission line 103 to the data 
proposed a method of prohibiting unauthorized copying of proce ssing device 102. The data transmitted on the trans- 
picture or music data purveyed in a stored state on a missioa une i0 3 is transmitted after being encrypted by the 
recording medium or using a network as a transmission so-called contents scramble system (CSS), 
medium by burying the copyright information in the data by Jf ^ ^.^ ^ reprodudng device m ^ 
watermark processing. appJjed ^ fof example> a personal computer, the transmis- 

The watermark processing is the processing of burying sion Hne 103 fa connected by tne bus Une. 

the information as a noise in a perceptuaUy non-crucial ^ data ^ device m indudes , ^ decoder 

portions present im the picture or music data , thai . in be 3Q P J> medja decoder 

non-redundant portions with respect to the music m» ^the ^ detection/re-encoding unit 107, an output 

picture The copynght information, buried in the picture or * ^ * 

music data by such watermark processing, can scarcely be ' # . ' . . 

removed, while it can be retrieved even after filtering or data The data processing device 102 is enclosed in, for 

compression example, a data card etc loaded on a personal computer. 

For overcoming the above problem, it has been proposed The CSS decoder 104 is fed with the compressed picture 

to bury the watermark processing in picture data etc or to or audio data and the media type information, transmitted in 

encrypt data being recorded or transmitted to prohibit unau- encrypted form, and executes decryption using a prede- 

thorised duplication. By encrypting the recorded or trans- term,ncd encryption key. If decryption is not made using the 

milted data, unauthorized duplication cannot be made unless 40 corrcct decryption key, me ensuing processing cannot be 

the encrypting algorithm is decoded. effectuated If decryption is done using the correct encryp- 

' . . , ■ 1 * . tion key, this CSS decoder 104 sends picture data and audio 

FIG. 1 shows a conventional optical disc reproducing daia J Mp£G ^ ^ ^ ^ 

device exploiting the above-mentioned watermark process- type informalion to ^ media type decoder 106 

mg and encryption The MPEG decoder 105 expands the compressed picture 

The conventional optical disc reproducing device 100 « and fa data ^ ded icnjre daU fa ^ tQ ^ 

shown in FIG. 1, is apphed to, for example, a personal watermark ^ detection/re-encoding unit 107, while the 

computer. expanded speech data is outputted via switch 111 to outside. 

This optical disc reproducing device 100 includes an The media type decoder m decodcs me media type 

optical disc drive 101, a data processing device 102for doing ^ inforniation xnt from the CSS decoder 104 to detect the 

data processing on picture data etc read out from the optical informalion on whether the optical disc D reproduced by lhe 

disc drive 101, and a transmission line 103 for interconnect- optical disc drive 101 is a ROM disc or a RAM disc, and 

ing the optical disc drive 101 and the data processing device sends me detected information to the output controller 108. 
102 

B The watermark (WM) detection/re-encoding unit 107 

In a data area of an optical disc D is recorded picture data 55 detects (he copyri g nt control information, superimposed on 

on moving or still pictures or speech data on music or me picture data by watermark processing. The detected 

speech. These data are previously compressed in accordance copyright contro i information is "copy free", "one copy", 

with the MPEG system. On the picture data, the copyright . no morc copy » or « never copy - ( M descr ibcd above. The 

information is superimposed by the above-mentioned water- waterm ark (WM) detcction/re-cncoding unit 107 sends the 

mark processing. 60 detected copyright control information to the output con- 

Tbe copyright information, superimposed on the picture roller 108. If, as a result of detection of the copyright 

data, may be exemplified by the following copyright control control information, the watermark (WM) detection/re- 

information: encoding unit 107 has detected "one copy", it re-encodes the 

That is, there are superimposed on the picture data "copy copyright control information superimposed on the picture 

free", specifying that picture or music data recorded on the 65 data by watermark processing to change the copyright 

recording medium or transmitted can be copied, "one copy", control information to "no more copy" and outputs the result 

specifying that only one copying operation is possible, "no to outside via switch 112. If, as a result of detection of the 
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copyright control information, the watermark (WM) least control data concerning copyright control processing of 
detection/re-encoding unit 107 has detected the information the data reproduced by the reproducing means and trans- 
other than "one copy", it outputs the detected result to mission means for transmitting the data encrypted by the 
outside via switch 112 without performing the re-encoding. first encryption means and the second encryption means. 

The output controller 108 performs on/off control of the 5 This data reproducing apparatus performs different 

switch 111 and the switch 112, based on the information sent encoding processing on control data, 

from the media type decoder 106 and the watermark (WM) In anolher *P«*. the P resent invention provides a data 

dctection/re-encoding unit 107. Specifically, if the optical reproducing apparatus includmg_reproduang means for 

disc D is the ROM disc and the copyright control informa- reproducing^ ta recorded on a : reeordjng medium;' 

tion is "no more copy", and if the optical disc D is the RAM 10 ^encryption- means for enCTyjr^ngitheidatOeproduced by 

disc and the copyright control information is "one copy", the the reproducing means and control data relevant at least 

output controller 108 assumes that data recorded on the to copyright control processing of the data, transmis- 

optical disc D has been duplicated illicitly, and accordingly sion means for transmitting data encrypted by the 

controls the switches 111, 112 to off states. encrypting means to an external signal processing 

In the conventional optical disc reproducing device 100, " device, reception means for receiving playback control 
as described above, it is possible to encrypt data transmitted data transmitted from the external signal processing 
between the optical disc drive 101 and the data processing device, the playback control data being the data trans- 
device 102 to prevent unauthorized duplication and to mitted by the transmission means encrypted in a man- 
manage control for halting the reproduction of the illicitly ner * fferen ! from thc encrypting by the encrypting 
duplicated optical disc D using the copyright control infor- » *> eans . aQd , Processed with copyright con rol 
mauon processing, decrypting means for doing decrypting 

, * . , , s • * . . i j • matched to encrypting of the playback control data 

In the above-descried conventiona optical disc repro- ^ ion ^ means for 

ducing device 100, the processing of superimposing the matIcA] i og thc playback processing of the reproducing 

copynght control information by watermark pro^mg is ^ ^ * ^ ^ ^ ^ b 

performed on base-band picture data pnor to MPEG encod- decrypting means. 

ing. There are occasions, however, wherein the copynght ^ J* ^* ^ ^ rforms differem 

control ^formation ^ superposed on an elementary stream en ocessing on * CO nTrol data, 

pnor to MPEG encoding In such case, the data processing |q & ^ * ^ , ^ § dala 

device 102 of the optical disc reproducing dev.ce 100 is ^ m * including reception means for receiv- 

configured so that the watermark (WM) detection/re- * d ^% t Zssc6 with first encrypting processing and 

encoding unit 107 detects the copynght comro^formalion ^ ^ ^ {Q ^ cessi 

based on the compressed picture data pnor to MPEG i decod- d&ta ^ ^ js ^ b ti 

!a aBd J lb ! fSSS^ processing different from the first encrypting processing, the 

104 and the MPEG decoder 105 . 35 daU aod ^ coQjrol daU being transmitted from an exle m a l 

It is feared that an unauthorized reproducing device 202 dcyice , first decrypting means for doing first decrypting 

shown in FIG. 3 is provided in the above-described con- processing, matched to the first encrypting processing, on 

ventional optical disc reproducing device 100. This unau- ^ data received by the recC ption means, second decrypting 

thorized reproducing device 202 acquires input signals from means for doing xcond decrypting processing, matched to 

the transmission line 103 between the optical disc drive 101 ^ lne XOQnd en crypting processing, on the data received by 

and the data processing device 102 to effect decryption by an me recepuon means, outputting means for outputting data 

illicitly prepared CSS decoder 204. Ad MPEG decoder 205 decrypted by the first decrypting means, and control means 

expands picture data obtained from this illicitly prepared fof doing oopyright control processing of the data outputted 

CSS decoder 204 to output video and audio data. by lfae outpultirj g mea ns, based on at least the control data 

That is, in the conventional optical disc reproducing 45 decrypted by the second decrypting means, for controlling 

device 100, picture data, speech data and media type infor- outputting processing of the outputting means, 

mation are transmitted after encryption by a sole algorithm. This data processing apparatus performs different encod- 

Thus, unauthorized duplication occurs on decoding this sole mg processing on control data. 

algorithm. In a further aspect, the present invention provides a data 

In consideration that the unauthorized reproducing device 50 processing apparatus including reception means for receiv- 

202 is fabricated by decoding the sole encrypting algorithm, ing data and control data at least relevant to copyright 

a data transmission system with higher security has been a control processing of the data, the data and the control data 

desideratum. being encrypted and transmitted in this encrypted form from 

•5IIMMARY OF THF INVENTION an exlcrnal dcvice * decrypting means for performing 

SUMMARY OF THE INVENTION 5J matched decrypting processing on the data and the control 

It is therefore an object of the present invention to provide data received by the recepuon means, outputting means for 

a data reproducing method and apparatus, a data transmit- outputting data decrypted by the decrypting means, control 

ting system, a data transmitting method and a data process- means for doing copyright control processing of the data 

ing method and apparatus having high security against outputted by the outputting means, based on at least the 

unauthorized duplication of transmitted or recorded data. 60 control data decrypted by the decrypting means, for gener- 

In one aspect, the present invention provides a data ating transmission control data controlling transmission pro- 
reproducing apparatus including reproducing means for cessing of the data transmitted from the external device, 
reproducing data recorded on a recording medium, first encrypting means for performing encrypting processing on 
encryption means for performing first encryption processing the transmission control data generated by the control 
on the dala reproduced by the reproducing means, second 65 means, the encrypting processing being different from that 
encryption means for performing second encryption pro- on the data and control data received by the recepuon means 
cessing different from the first encryption processing on at and uansmitting means for transmitting the transmission 
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control data encrypted by the encrypting means to the decrypted by the decrypting means, control means for doing 

external device. copyright control processing of the data outputted by the 

This data processing apparatus performs different encod- outputting means, based on at least the control data 

ing processing on control data. decrypted by the decrypting means, for generating transmis- 

In a further aspect, the present invention provides a data 5 sion control data controlling the transmission processing of 

transmission system including a data reproducing apparatus the data transmitted from the external device, encrypting 

and a data processing apparatus, in which data reproduced means for performing encrypting processing on the trans- 

from a recording medium by the data reproducing apparatus mission control data generated by the control means, the 

is transmitted to the data processing apparatus, the trans- encrypting processing being different from that on the data 

mitted data is processed in a predetermined manner by the 10 and control data received by the reception means, and 

data processing apparatus and in which the processed data is transmitting means for transmitting the transmission control 

outputted,. The data reproducing apparatus includes repro- data encrypted by the encrypting means to the external 

during means for reproducing data recorded on a recording device. 

medium, first encryption means for performing first encryp- This data transmission system performs different encryp- 
tion processing on the data reproduced by the reproducing 15 lion processing on control data. 

means, second encryption means for performing second The data reproducing method according to the present 

encryption processing different from the first encryption invention reproduces data recorded on the recording 

processing on at least control data concerning copyright medium, performs first encryption processing on the repro- 

control processing of the data reproduced by the reproducing duced data, while performing second encryption processing 

means, and transmission means for transmitting the data 20 different from the first encryption processing and transmit - 

encrypted by the first encryption means and the second ting the encrypted data and control data, 

encryption means. The data processing apparatus includes This data reproducing method performs different encryp- 

reception means for receiving data processed with first tion processing on control data. 

encrypting processing and control data at least relevant to In a further aspect, the present invention provides a data 

copyright control processing of the data and which is 25 reproducing method including reproducing data recorded a 

encrypted by second encrypting processing different from recording medium, performing first encryption processing 

the first encrypting processing, the data and the control data on the reproduced data, performing second encryption 

being transmitted from an external device, first decrypting processing, different from the first encryption processing, on 

means for doing first decrypting processing, matched to the at least control data for copyright control processing of the 

first encrypting processing, on the data received by the 30 reproduced data, and transmitting the encrypted data and 

reception means, second decrypting means for doing second control data. 

decrypting processing, matched to the second encrypting This data reproducing method similarly performs differ- 

processing, on the data received by the reception means, ent encryption processing on control data, 

outputting means for outputting data decrypted by the first In a further aspect, the present invention provides a data 

decrypting means, and control means for doing copyright 35 processing method including receiving data subjected to first 

control processing of the data outputted by the outputting encryption processing and at least control data of the data 

means, based on at least the control data decrypted by the subjected to second encryption processing different from the 

second decrypting means, for controlling outputting pro- first encryption processing, the data and the control data 

cessing of the outputting means. being subsequently transmitted from an external device, 

This data transmission system performs different encod- 40 performing first decryption processing matched to the first 

ing processing on control data. encryption processing on the received data, performing 

In a further aspect, the present invention provides a data second decryption processing matched to the second encryp- 

transmission system including a data reproducing apparatus tion processing on the received control data, performing at 

and a data processing apparatus. The data reproducing least copyright control processing based on control data 

apparatus includes reproducing means for reproducing data 45 subjected to the second decryption processing to control 

recorded on a recording medium, including encryption output processing. 

means for encrypting the data reproduced by the reproduc- This data processing method similarly performs different 
ing means and control data of the data relevant at least to encryption processing on control data, 
copyright control processing, transmission means for trans- In a further aspect, the present invention provides a data 
mitting data encrypted by the encrypting means to an 50 processing method including receiving data and at least its 
external signal processing device, reception means for control data relevant to copyright control processing, the 
receiving playback control data transmitted from the signal data and the control data being encrypted and transmitted in 
processing device, the playback control data being the data this encrypted form from an external device, performing 
transmitted by the transmission means, the transmitted data matched decryption processing on the received data and 
being processed with copyright control prcK*ssmg^decrypt- 55 control data, outputting decrypted data, performing copy- 
ing-means for doing decrypting matched to en crypting of the. right control processing on the outputted data, based at least 
playback^coi^I^ on the decrypted control data, to generate transmission 
control means for controlhng^mTplayb^krjrocesslng of the control data controlling transmission of data from the exter- 
reproducing means based on the playback control data nal device, performing encryption processing different from 
decrypted by the decrypting means. The data processing 60 that performed on the received data and control data on the 
device includes reception means for receiving data and generated transmission control data, and transmitting the 
control data at least relevant to copyright control processing encrypted transmission control data to the external device, 
of the data, the data and the control data being encrypted and This data processing method similarly performs different 
transmitted in this encrypted form from an external device, encryption processing on control data. . 
decrypting means for performing matched decrypting pro- 65 In a further aspect, the present invention provides a data 
cessing on the data and the control data received by the transmission method in which a transmitting side transmits 
reception means, outputting means for outputting data data reproduced from a recording medium via a transmission 
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medium and in which a reception side performs pre-set 
processing on transmitted data to output the processed data, 
wherein the transmitting side reproduces the data recorded 
on the recording medium, processes the reproduced data 
with first encryption, processes control data at least relevant 
to copyright control processing of the data with second 
encryption different from the first encryption, and transmits 
encrypted data and control data over a transmission medium, 
with the reception side receiving the transmitted data and 
control data, performing first decryption processing matched 
to the first decryption processing on the received data, and 
performing second decryption processing matched to the 
second decryption processing on the received control data. 
The decrypted data is outputted, and copyright control 
processing for the outputted data is performed based on at 
least the control data subjected to the second decryption 
processing. 

This data transmitting method performs different encryp- 
tion processing on control data. 

In yet another aspect, the present invention provides a 
data transmission method in which a transmitting side 
transmits data reproduced from a recording medium via a 
transmission medium and in which a reception side performs 
pre-set processing on transmitted data to output the pro- 
cessed data, wherein the transmitting side reproduces the 
data recorded on the recording medium, processes the repro- 
duced data and at least control data of the reproduced data 
relevant to copyright control processing with encryption, 
transmits the encrypted data and control data over a trans- 
mission medium to the reception side, receives the playback 
control data encrypted and transmitted in this encrypted 
form from the reception side, performs decryption process- 
ing matched to encryption processing of the received play- 
back control data, and controls playback processing based 
on the decrypted playback control data sent from the recep- 
tion side, and wherein the reception side receives the trans- 
mitted data and the control data, performs matched decryp- 
tion processing on the received data and control data, 
outputs the decrypted data, performs copyright control pro- 
cessing of the outputted data based on at least the decrypted 
control data, generates transmission control data controlling 
the transmission of data from the transmitting side, performs 
decryption processing different from that performed on the 
received data and control data on the generated transmission 
control data and transmits the encrypted transmission con- 
trol data to the transmitting side. 

In the data reproducing apparatus, data processing 
apparatus, data transmitting system, data reproducing 
method, data processing method, and data transmitting 
method and apparatus, data and control data therefor are 
transmitted, while the control data is encrypted in a different 
manner from the data. This raises security with respect to 
unauthorized duplication. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a block diagram of a conventional optical disc 
reproducing device adapted for performing watermark pro- 
cessing for encryption and copyright protection of transmit- 
ted data. 

FIG. 2 is a block diagram of another conventional optical 
disc reproducing device adapted for performing watermark 
processing for encryption and copyright protection of trans- 
mitted data. 

FIG. 3 is a block diagram of an unauthorized reproducing 
device for illicit duplication on the conventional optical disc 
reproducing device shown in FIGS. 1 or 2. 

FIG. 4 is a block diagram of an optical disc reproducing 
device according to a first embodiment of the present 
invention. 
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FIG. 5 is a block diagram of an optical disc reproducing 
device according to a second embodiment of the present 
invention. 

FIG. 6 is a block diagram of an optical disc reproducing 
5 device according to a third embodiment of the present 
invention. 

FIG. 7 is a block diagram of an optical disc reproducing 
device according to a fourth embodiment of the present 
invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 
Referring to the drawings, first to fourth embodiments of 
an optical disc reproducing device according to the present 
is invention will be explained in detail. 

The optical disc reproducing device of the first to fourth 
embodiments, now explained, is made up of an optical disc 
drive, provided as an external device of a personal computer, 
and a data processing device loaded as, for example, a PC 
20 card of the personal computer. The optical disc device of the 
first to fourth embodiments reproduces the picture data and 
speech data from the optical disc and transmits the picture 
and speech data as digital data between the optical disc drive 
and the data processing device to perform predetermined 
25 d a ta processing. 

Referring to FIG. 4, the first embodiment of the optical 
disc reproducing device 1 is explained. 

The optical disc reproducing device 1 of the present first 
embodiment is made up of an optical disc drive 20 for 
30 reading out picture data or speech data recorded on the 
optical disc D, a data processing device 30 for doing data 
processing on the picture data etc read out from the optical 
disc drive 20, and a bus 10 interconnecting the optical disc 
drive 20 and the data processing device 30. 
35 In the data area of the optical disc D are recorded picture 
data for moving or still pictures and speech data on the 
music or the speech, after compression in accordance with 
the MPEG system. On the picture data is superimposed the 
copyright control information by watermark processing, as 
described above. 

The copyright information, superimposed on the picture 
data, may be exemplified by the following copyright control 
information: 

45 That is, there are superimposed on the picture data "copy 
free", specifying that picture or music data recorded on the 
recording medium or transmitted can be copied, "one copy", 
specifying that only one copying operation is possible, "no 
more copy" specifying that data has been copied from the 

50 above "one copy" data, or "never copy" specifying that 
copying cannot be permitted. The reproducing device or the 
recording device, which has detected this copyright control 
information, limits reproduction or recording on the picture 
or music data. 

5 5 On the optical disc D, there is recorded the media type 
information of this optical disc D, along with the above- 
mentioned picture data or audio data. This media type 
information is the information specifying whether the opti- 
cal disc is the read-only ROM disc or a recordable RAM 

60 disc - 

From this optical disc D, the above media type informa- 
tion as well as the compressed picture or audio data is read 
out by the optical disc drive 20. 

The optical disc drive 20 includes a first CSS encoder 21 
65 for encrypting the read-out compressed picture and speech 
data and a second CSS encoder 22 for encrypting the 
read-out media type information. 
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The firsi CSS encoder 21 and the second CSS encoder 22 the picture data by watermark processing. The detected 

perform encrypting by the so-called contents scramble sys- copyright control information specifies one of "copy free", 

tem (CSS). The first CSS encoder 21 and the second CSS "one copy", "no more copy" or "never copy", as described 

encoder 22 perform encrypting using different algorithms or above. The watermark (WM) detection/re-encoding unit 35 

different encryption keys. 5 sends the detected copyright control information to the 

The optical disc drive 20 sends the encrypted compressed output controller 36. If, as a result of the detection of the 

picture and speech data and media type information to the copyright control information the watermark (WM) 

bus 10 via an output interface, not shown. These different detection/re-encoding unit 35 detects "one copy", it 

types of the information are transmitted over this bus 10 to re-encodes the copyright control information superimposed 

the data processing device 30. Therefore, picture data etc io on the picture data, using watermark processing, for chang- 

and the media type information, encrypted by respective ing "one copy" to "no more copy", to output the re-encoded 

different encrypting systems, are transmitted over this bus copyright control information to outside via switch 38. If, as 

10. a result of the detection of the copyright control information 

Meanwhile, if the compressed picture data etc and the me watermark (WM) detection/re-encoding unit 35 detects 

media type information are recorded on the optical disc D in » the copyright control information other than "one copy", it 

respective different encrypted state, it is possible for the outputs the detected copyright control information to outside 

optical disc drive 20 to transmit the information or data via switch 38 without doing re-encoding. 

without encr yption. The output controller 36 performs on/off control of the 

It is possiblelor the second CSS encoder 22 to encrypt not switches 37, 38 based on the information sent from the 

only the media type information but also other control data. 20 media type decoder 34 and from the watermark (WM) 

For example, the second CSS encoder 22 is able to encrypt detection/re-encoding unit 35. Specifically, if the optical disc 

the sub-code information for the picture data etc, or the D is the ROM disc and the copyright control information is 

CGMS-D codes used for copyright protection control. me "no more copy", and if the optical disc D is the RAM 

The data processing device 30 includes a first CSS disc and the copyright control information is "one copy", the 

decoder 31, a second CSS decoder 32, an MPEG decoder 33, 25 output controller 36 assumes that the data recorded on the 

a media type decoder 34, a watermark (WM) detection/re- optical disc D has been copied illicitly and performs control 

encoding unit 35, an output controller 36 and switches 37, *° ^ lhe switches 37, 38 off. 

38 The above-described optical disc reproducing device 1 of 

The first CSS decoder 31 is supplied with the encrypted an lhe first embodiment of the present invention encrypts the 

and transmitted compressed video and speech data via an 30 media type information as control data, and the picture and 

interface, not shown. The first CSS decoder 31 performs speech data, using respective different systems. Thus, with 

decryption in accordance with the algorithm matched to the me P rcsenl °P lical dlsc reproducing device 1, since the two 

first CSS encoder 21 or using the matched encryption key. types of data need to be decrypted, illicit duplication or 

If decryption is not made using the correct decryption key, reproduction cannot be made if one of the two types of data 

the ensuing processing cannot be effectuated. If decryption 35 * attacked, thus improving the security, 

is done using the correct encryption key, the first CSS Referring to FIG. 5, the second embodiment of the optical 

decoder 31 sends the picture data and the speech data to the disc reproducing device is explained. 

MPEG decoder 33. In the following explanation of the second embodiment of 

The second CSS decoder 32 is supplied with the ^ the optical disc reproducing device, the parts or components 

encrypted and transmitted media type information via an which are the same as those of the first embodiment are 

interface, not shown. This second CSS decoder 32 performs depicted by the same reference numerals and are not 

decryption processing by an algorithm matched to that of the explained specifically. The same applies for the third and 

second CSS encoder 22 and using the matched encryption fourth embodiments of the optical disc reproducing device, 

key. If decryption is not made using the correct decryption 4J An optical disc reproducing device 2 includes an optical 

key, the ensuing processing cannot be effectuated. If decryp- disc drive 20, for reading out picture or speech data recorded 

tion is done using the correct encryption key, the second on the optical disc D, a data processing device 40 for doing 

CSS decoder 32 sends the media type information to the data processing on picture data etc read out from the optical 

media type decoder 34. disc drive 20, and a bus 10 for interconnecting the optical 

The first CSS decoder 31 and the second CSS decoder 32 50 disc drive 20 and the data processing device 40. 

perform encryption using different algorithms or different In a data area of the optical disc D, picture data for 

encryption keys in a corresponding manner to the first and moving and still pictures and speech data for music or 

second CSS encoders 21 and 22, respectively. Thus, if speech are compressed in accordance with the MPEG sys- 

decryption cannot be effectuated in one of the first or second tern and recorded in this compressed form. On the com- 

CSS decoders 31, 32, outputting is halted in its entirety so S5 pressed picture data, there is superimposed the copyright 

that no ensuing processing can be performed. control information by watermark processing in its elemen- 

Thc MPEG decoder 33 expands the compressed picture tary stream state. Thus, in detecting the copyright control 

and audio data. The expanded picture data is sent to the information, the copyright control information needs to be 

watermark (WM) detection/re-encoding unit 35. The detected prior to MPEG expansion, 

expanded speech data is outputted to outside via switch 37. 60 The optical disc drive 20 includes a first CSS encoder 21 

The medium type decoder decodes the media type infor- for encrypting the read-out compressed picture and speech 

mation supplied from the second CSS decoder 32to detect data and a second CSS encoder 22 for encrypting the 

the information on whether the optical disc D reproduced by read-out media type information. 

the optical disc drive 20 is the ROM disc or the RAM disc The optical disc drive 20 sends the encrypted compressed 

to send the detected information to the output controller 37. 65 picture and speech data and media type information to the 

The watermark (WM) detection/re -encoding unit 35 bus 10 via an output interface, not shown. These different 

detects the copyright control information superimposed on types of the information are transmitted over this bus 10 to 
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the data processing device 40. Therefore, picture data etc media type information as control data and the picture and 

and the media type information, encrypted by respective speech data using different systems. Thus, with the present 

different encrypting systems, are transmitted over this bus optical disc reproducing device 2, since the two types of data 

jq need to be decrypted, illicit duplication or reproduction 

The data processing device 40 includes a first CSS 5 cannot be made if one of the two types of data is attacked 

• j ... F n w Dn - thus improving the security. Moreover, with the present 

decoder 31, a second CSS decoder 32, an M^G decoder 33, J reproducing device 2, the playback output for 

a media type decoder 34, a watermark (WM) detection/re- £ ^ fe ^ ^ ^ £ igh{ 

encoding unit 42, an output controller 36 and switches 37, before supplying the copyright control information to the 

38- MPEG decoder 33, reproduction limitation and recording 

The first CSS decoder 31 is supplied with the compressed 10 limitation for copyright protection can be achieved with 

video and speech data, transmitted in an encrypted form, via higher security. 

an interface, not shown. The first CSS decoder 31 performs Referring to FIG. 6, the second embodiment of the optical 

decryption in accordance with the algorithm matched to the disc reproducing device is explained, 

first CSS encoder 21 or using the matched encryption key. An optical disc reproducing device 3 of the present third 

If decryption is not made using the correct decryption key, 55 embodiment includes an optical disc drive 50, for reading 

the ensuing processing cannot be effectuated. If decryption out picture or speech data recorded on the optical disc D, a 

is done using the correct encryption key, the first CSS data processing device 60 for doing data processing on 

decoder 31 sends the picture data and the speech data to the picture data etc read out from the optical disc drive 50, and 

MPEG decoder 33 via switch 41 on/off controlled by the buses 10, 11 for interconnecting the optical disc drive 50 and 

output controller 36. The first CSS decoder 31 also sends the 20 the data processing device 60. 

picture data and speech data to the watermark (WM) In a data area of the optical disc D, picture data for 

detection/re-encoding unit 42. moving and still pictures and speech data for music or 

The second CSS decoder 32 is fed with encrypted and speech are compressed in accordance with the MPEG sys- 
transmitted media type information via an input interface, tem and recorded in this compressed form. On the picture 
not shown. This second CSS decoder 32 performs decryp- 25 data, the copyright control information is superimposed by 
tion by an algorithm matched to that of the second CSS the above-described watermark processing, 
encoder 22 and using matched encryption keys. If decryp- The optical disc drive 50 includes a first CSS encoder 21 
tion is not made using the correct decryption key, the for encrypting the compressed picture data, compressed 
ensuing processing cannot be effectuated. If decryption is audio data and media type information, as read out, and a 
done using the correct encryption key, the second CSS 30 third CSS decoder 51 for decrypting the control data trans- 
decoder 32 sends the media type information to the media mitted from the data processing device 60. 
type decoder 34. The first CSS encoder 21 encrypts the compressed picture 

The first and second CSS decoders 31, 32 effectuate data, compressed audio data and media type information by 

encryption by employing different algorithms or different 35 so-called CSS. 

encryption keys in association with the first and second CSS To the third CSS decoder 51, control data for copyright 

encoders 21, 22. Therefore, if decryption cannot be done by control is sent from the data processing device 60 via an 

one of the first and second CSS decoders 31, 32, outputting input interface, not shown. This control data is already 

is halted so as to inhibit the ensuing operations. encrypted using algorithms or encryption keys different 

The MPEG decoder 33 expands the compressed picture ^ from those for the picture data etc and the media type 

and speech data. The expanded picture and speech data are information. This third CSS decoder 51 performs corre- 

outputted to outside. sponding decrypting operations to halt the optical disc 

The watermark (WM) detection/re-encoding unit 42 reproducing operation, based on the control data contents 

detects the copyright control information superimposed by The optical disc drive 50 sends the encrypted compressed 

watermark processing on the picture data. This watermark 45 picture data, compressed audio data and media type infor- 

(WM) dctcction/re-encoding unit 42 detects the copyright mation to the bus 10 via an output interface, not shown, 

control information in the form of an elementary stream These data or the information are traasmitted over the bus 10 

compressed in accordance with the MPEG system. If, as a to the data processing device 60. The optical disc drive 50 

result of detection of the copyright control information, "one also acquires the encrypted control data for halting the 

copy" is detected, the watermark (WM) detection/re- 50 optical disc D from the data processing device 60 over the 

encoding unit 42 re-encodes the copyright control informa- bus 11. Thus, the picture data etc, media type information 

tion superimposed on the picture data by watermark pro- and the control data, encrypted using respective different 

cessing to change "one copy" to "no more copy". The encoding systems, are transmitted over the buses 10 and 11. 

watermark (WM) detection/re-encoding unit 42 then sends The data processing device 60 includes a first CSS 

the re-encoded copyright control information to the MPEG 55 decoder 31, an MPEG decoder 33, a media type decoder 34, 

decoder 33. If, as a result of detection of the copyright a watermark (WM) detection/re-encoding unit 35, an output 

control information, the copyright control information other controller 36 and a third CSS encoder 61. 

than "one copy" is detected, the watermark (WM) detection/ The first CSS decoder 31 is supplied with compressed 

re-encoding unit 42 sends the detected copyright control picture data, compressed audio data and media type 

information to the MPEG decoder 33 without doing ^ information, transmitted following the encryption, and 

re-encoding. decrypts the data or the information using pre-set encryption 

The output controller 36 controls the switch to its on or off keys. If the decryption is done using the correct encryption 

states, based on the information supplied from the media key, the picture and speech data are sent to the MPEG 

type decoder 34 and the watermark (WM) detection/re- decoder 33, while the media type information is sent to the 

encoding unit 42. 65 media type decoder 34. 

The above-described optical disc reproducing device 2 of The MPEG decoder 33 expands the compressed picture 

the second embodiment of the present invention encrypts the and audio data. The expanded picture data is sent to the 
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watermark (WM) detection/re-encoding unit 35. The 
expanded speech data is outputted to outside. 

The media type decoder 34 decodes the media type 
information supplied from the first CSS decoder 31 to detect 
the information as to whether the optical disc D being s 
reproduced by the optical disc drive 50 is the ROM disc or 
the RAM disc to send the detected information to the output 
controller 36. 

The watermark (WM) detection/re-encoding unit 35 
detects the copyright control information superimposed by 1 
watermark processing on the picture data. The detected 
copyright control information specifies one of "copy free", 
"one copy", "no more copy" or "never copy", as described 
above. The watermark (WM) detection/re -encoding unit 35 
sends the detected copyright control information to the 15 
output controller 36. If, as a result of the detection of the 
copyright control information the watermark (WM) 
deteclion/re-encoding unit 35 detects "one copy", it 
re-encodes the copyright control information superimposed 
on the picture data, using watermark processing, for chang- 
ing "one copy" to "no more copy", to output the re-encoded 
copyright control information to outside via switch 38. If, as 
a result of the detection of the copyright control information 
the watermark (WM) detectioo/re-encoding unit 35 detects 
the copyright control information other than "one copy", it 
outputs the detected copyright control information to outside 
via switch 38 without doing re-encoding. 

The output controller 36 performs control for halting the 
reproduction of the optical disc drive 50 based on the 3Q 
information sent from the media type decoder 34 and from 
the watermark (WM) detection/re-encoding unit 35. 
Specifically, if the optical disc D is the ROM disc and the 
copyright control information is the "no more copy", and if 
the optical disc D is the RAM disc and the copyright control 35 
information is "one copy", the output controller 36 assumes 
that the data recorded on the optical disc D has been copied 
illicitly and performs control to halt the reproducing opera- 
tion for the optical disc drive 50. 

The third CSS encoder 61 encrypts the control data, using 40 
the algorithm or encryption keys different from those used 
for the picture data etc and the media type information. The 
third CSS encoder 61 sends the encrypted control data via an 
output interface, not shown, to the bus 11, and thence sends 
the data to the optical disc drive 50. Thus, the control data, 45 
encrypted in accordance with the encrypting system differ- 
ent from that for data transmitted over bus 10, is transmitted 
over this bus 11. 

To the third CSS decoder 51 of the optical disc drive 50, 
the control data encrypted and transmitted by the third CSS 50 
decoder 51 is entered via an input interface, not shown. This 
third CSS decoder 51 decrypts the data using an algorithm 
or encryption keys matched to that of the third CSS encoder 
61. If the correct encryption keys are not used for 
decryption, the ensuing processing is not effectuated, so that 55 
the reproducing operation of the optical disc is halted. If the 
correct encryption keys are used for decryption, but the 
output controller 36 verifies that the data recorded on the 
optical disc D has been duplicated illicitly, the third CSS 
decoder 51 halts the reproducing operation of the optical 50 
disc D based on the supplied control data. 

With the optical disc reproducing device 3 of the third 
embodiment, the data transmitted between the optical disc 
drive 50 and the data processing device 60 is encrypted 
using respective different systems. Thus, with the present 65 
optical disc reproducing device 3, since the two types of data 
need to be decrypted, illicit duplication or reproduction 
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cannot be made if one of the two types of data is attacked, 
thus improving the security. Moreover, with the present 
optical disc reproducing device, since the playback output 
for copyright control is halted on the optical disc drive 50 
prior to transmission of picture data etc over the bus 10, 
playback limitation and recording limitation for copyright 
protection can be achieved with higher security. 

Referring to FIG. 7, the fourth embodiment of the optical 
disc reproducing device is explained. 

An optical disc reproducing device 4 of the present fourth 
embodiment includes an optical disc drive 50, for reading 
out picture or speech data recorded on the optical disc D, a 
data processing device 70 for doing data processing on 
picture data etc read out from the optical disc drive 50, and 
buses 10, 11 for interconnecting the optical disc drive 50 and 
the data processing device 70. 

In a data area of the optical disc D, picture data for 
moving and still pictures and speech data for music or 
speech are compressed in accordance with the MPEG sys- 
tem and recorded in this compressed form. On the com- 
pressed picture data, in a state of its elementary stream, there 
is superimposed the copyright control information by water- 
mark processing. Thus, for detecting this copyright control 
information, it is necessary to perform detection prior to 
MPEG expansion. 

The optical disc drive 20 includes a first CSS encoder 21, 
for encrypting the compressed picture data and the com- 
pressed speech data, as read out, a second CSS encoder 22 
for encrypting the read-out media type information and a 
third CSS decoder 51 for decrypting the control data trans- 
mitted from the data processing device 70. 

The third CSS decoder 51 is supplied with control data for 
copyright control from the data processing device 70 via an 
input interface, not shown. This control data is encrypted 
using an algorithm or encryption keys different from those 
for the picture data etc or the media type information. This 
third CSS decoder 51 performs corresponding decryption to 
bait the playback operation for the optical disc D based on 
the contents of the control data. 

The optical disc drive 50 sends the encrypted compressed 
picture and speech data and the encrypted media type 
information to the bus 10 via an output interface, not shown. 
These data and information are transmitted from this bus 10 
to the data processing device 70. The optical disc drive 50 
also acquires tbe encrypted control data for halting the 
optical disc D from the data processing device 70 over tbe 
bus 10. Thus, the picture data etc and the media type 
information encrypted by respective different encrypting 
systems are transmitted on this bus 10, while control data 
encrypted by an encryption system different form that trans- 
mitted on the bus 10 is transmitted on the bus 11. 

The data processing device 70 includes a first CSS 
decoder 31, a second CSS decoder 32, a media type decoder 
34, a watermark (WM) detection/re-encoding unit 42, an 
output controller 36 and a third CSS encoder 61. 

The first CSS decoder 31 is supplied with compressed 
picture data and compressed speech data, encrypted and 
transmitted in this form, via an input interface, not shown, 
and decrypts the data by an algorithm and the encryption key 
matched to those for the first CSS encoder 21. If the 
decryption is not done using the correct encryption key, the 
ensuing processing cannot be executed. If the decryption is 
done using the correct encryption key, the first CSS decoder 
31 sends the picture data and the speech data to the water- 
mark (WM) dctection/re-cncoding unit 42. 

The second CSS decoder 32 is supplied with compressed 
picture data and compressed speech data, encrypted and 
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transmitted in this form, via an input interface, not shown, 
and decrypts the data by an algorithm and the encryption key 
matched to those for the second CSS encoder 22. If the 
decryption is not done using the correct encryption key, the 
ensuing processing cannot be executed. If the decryption is 5 
done using the correct encryption key, the second CSS 
decoder 32 sends the media typw information y to the media 
type decoder 34. 

The MPEG decoder 33 expands the compressed picture 
and speech data. The expanded picture and speech data are 10 
outputted to outside. 

The watermark (WM) detection/re-encoding unit 42 
detects the copyright control information superimposed by 
watermark processing. The watermark (WM) detection/re- 
encoding unit 42 detects the copyright control information in 15 
the state of an elementary stream compressed in accordance 
with the MPEG system. The watermark (WM) detection/re- 
encoding unit 42 sends the detected copyright control infor- 
mation to the output controller 36. If, as a result of the 



With the optical disc reproducing device 3 of the third 
embodiment, the data transmitted between the optical disc 
drive 50 and the data processing device 60 is encrypted 
using respective different systems for control data and 
picture data. Thus, with the present optical disc reproducing 
device 3, since the two types of data need to be decrypted, 
illicit duplication or reproduction cannot be made if one of 
the two types of data is attacked, thus improving the security. 
Moreover, with the present optical disc reproducing device, 
since the playback output for copyright control is halted on 
the optical disc drive 50 prior to transmission of picture data 
etc over the bus 10, playback limitation and recording 
limitation for copyright protection can be in the achieved 
with higher security. 

In the above explanation of the first to fourth 
embodiments, the present invention is retained to be directed 
to a reproducing device for an optical disc applied to, for 
example, a personal computer. The present invention, 
however, is not applied to this configuration and may also be 



detection of the copyright control information, the water- 20 ^ ^ a emp i oymg me Internet or the digital 

mark (WM) detectioiVre-encod.ng un.t 42 detects one broadcasli satellite „ a transmi ssion medium. In this case, 
copy', it re-encodes the copyright control information thcrc fa mustrucUid such a systcm in wnich the reproducing 
superimposed on the picture data, using watermark dcyice ^ ie& ^ f §e|w ^ ^ ^ processillg 
processing, for changing "one copy" to "no more cop/ , to deyice gide tcs ^ a clientf and m whicn encryption is 
output the re-encoded copyright control I information to the 25 rformed 00 lhe icture data etc aad data lbcrefor 

MPEG decoder 33 If as a result of the detection of the ^ transmiUed That . h can ^ a 

copyright control information, the watermark (WM) 
detection/re-encoding unit 42 detects the copyright control 
information other than "one copy", it outputs the detected 
copyright control information to outside via switch 38 30 
without doing re -encoding. 

The output controller 36 performs control for hailing the 
reproduction of the optical disc drive 50 based on the 
information sent from the media type decoder 34 and from 
the watermark (WM) detection/re-encoding unit 35. 35 
Specifically, if the optical disc D is the ROM disc and the 
copyright control information is the "no more copy", and if 
the optical disc D is the RAM disc and the copyright control 
information is "one copy", the output controller 36 assumes 
that the data recorded on the optical disc D has been copied 40 
illicitly and performs control to halt the reproducing opera- 
tion for the optical disc drive 50. The output controller 36 
sends this control data to the third CSS encoder 61. 

The third CSS encoder 61 encrypts the control data, using 
the algorithm or encryption keys different from those used 45 
for the picture data etc and from the media type information. 
The third CSS encoder 61 sends the encrypted control data 
via an output interface, not shown, to the bus 11, and thence 
sends the data to the optical disc drive 50. Thus, the control 
data, encrypted in accordance with the encrypting system 50 
different from that for data transmitted over bus 10, is 
transmitted over this bus 11. Therefore, control data 
encrypted by an encryption system different from that for 
data transmitted on the bus 10 is transmitted on the bus 10. 

To the third CSS decoder 51 of the optical disc drive 50, 55 
the control data encrypted and transmitted by the third CSS 
decoder 51, is entered via an input interface, not shown. This 
third CSS decoder 51 decrypts the data using an algorithm 
or encryption keys matched to those of the third CSS 
encoder 61. If the correct encryption keys are not used for 60 
decryption, the ensuing processing is not effectuated, so that 
the reproducing operation of the optical disc is halted. If the 
correct encryption keys are used for decryption, but the 
output controller 36 verifies that the data recorded on the 
optical disc D has been duplicated illicitly, the third CSS 65 
decoder 51 halts the reproducing operation of the optical 
disc D based on the supplied control data. 



achieved 

against unauthorized duplication in the system employing 
the Internet and the digital satellite broadcast. 
What is claimed is: 

1. A data reproducing apparatus for reproducing audio 
visual data, comprising: 

reproducing means for reproducing first and second data 
recorded on a recording medium; 

first encryption means for performing first encryption 
processing on said first data reproduced from said 
recording medium by said reproducing means, said first 
data comprising medium type information; 

second encryption means for performing second encryp- 
tion processing different from said first encryption 
processing on said second data reproduced from said 
recording medium by said reproducing means, said 
second data comprising copyright control information, 
and said second encryption processing comprising 
watermark processing to superimpose said second data 
on said audio visual data; and 

transmission means for transmitting the data encrypted by 
said first encryption means and the second encryption 
means; 

wherein said copyright control information and said 
medium type information are used to control copyright 
control processing. 

2. The data reproducing apparatus according to claim 1 
wherein 

said reproducing means reproduces said audio visual data. 

3. The data reproducing apparatus according to claim 2 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 

4. A data reproducing apparatus for reproducing audio 
visual data, comprising: 

reproducing means for reproducing first and second data 

recorded on a recording medium; 
encryption means for encrypting the first data reproduced 

by said reproducing means comprising medium -type 
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information in accordance with a first encryption pro- 
cessing and for encrypting the second data reproduced 
by said reproducing means, comprising copyright con- 
trol information relevant at least to copyright control 
processing of said audio visual data, in accordance with 
a superimposing watermark process; 

transmission means for transmitting said first and second 
data encrypted by said encrypting means to an external 
signal processing device; 

reception means for receiving playback control data trans- 
mitted from said external signal processing device, said 
playback control data comprising said data transmitted 
by said transmission means encrypted in a manner 
different from said encrypting by said encrypting 
means and processed with copyright control process- 
ing; 

decrypting means for performing decryption processing 

matched to encryption of said playback control data 

received by said reception means; and 
control means for controlling the playback processing of 20 

said reproducing means based on said playback control 

data decrypted by said decrypting means. 

5. The data reproducing apparatus according to claim 4 
wherein 

said reproducing means reproduces said audio visual data. 

6. The data reproducing apparatus according to claim 5 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 

7. The data reproducing apparatus according to claim 4 
wherein 

said encryption means includes first encrypting means for 
performing first encryption processing on said first data 
reproduced by said reproducing means and a second 
encrypting means for performing second encryption 
processing different from said first encryption process- 
ing on at least said copyright control information of 
said second reproduced data relevant to copyright con- 
trol processing; 

said reception means receiving playback control data 
encrypted in a manner different from both said first 
encryption processing and said second encryption pro- 
cessing. 

8. The data reproducing apparatus according to claim 7 
wherein said reproducing means reproduces said audio 
visual data. 

9. The data reproducing apparatus according to claim 8 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 

10. A data processing apparatus for reproducing audio 
visual data, comprising: 

reception means for receiving first data processed in 
accordance with first encryption processing and second 
data superimposed on said audio visual data in accor- 
dance with watermark processing different from said 
first encryption processing, comprising copyright con- 
trol information at least relevant to copyright control 
processing of said audio visual data, said first and 
second data being transmitted from an external device; 

first decrypting means for performing first decryption 
processing, matched to said first encryption processing, 
on said first data received by said reception means, said 
first data comprising media-type information; 
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second decrypting means for performing second decryp- 
tion processing, matched to said watermark processing, 
on said second data received by said reception means; 

outputting means for outputting data decrypted by said 
second decrypting means; and 

control means for performing copyright control process- 
ing of said data output by said outputting means, based 
on at least the first data decrypted by the first decryption 
means and the second data, comprising copyright con- 
trol information, decrypted by said second decrypting 
means, for controlling outputting processing of said 
outputting means. 

11. The data processing apparatus according to claim 10 
wherein said reception means receives said audio visual data 
and said copyright control information. 

12. The data processing apparatus according to claim 11 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; 

copyright control information detecting means being pro- 
vided for detecting the copyright control information 
from the second data decrypted by said second decrypt- 
ing means; 

said control means performing output control of said data 
output by said outputting means based on said copy- 
right control information delected by said copyright 
control information detection means and based on said 
medium-type information decrypted by said first 
decrypting means. 

13. A data processing apparatus for reproducing audio 
visual data, comprising: 

reception means for receiving first data comprising 
medium-type information and second data, comprising 
copyright control information at least relevant to copy- 
right control processing of said audio visual data, said 
first data being encrypted in accordance with a first 
encryption process and the second data being superim- 
posed on said audio visual data in accordance with 
watermark processing, said first and second data being 
transmitted in this encrypted form from an external 
device; 

decrypting means for performing matched decryption 
processing on said first data and said second data 
received by said reception means; 

outputting means for outputting data decrypted by said 
decrypting means; 

control means for performing copyright control process- 
ing of said data output by said outputting means, based 
on at least the first data and second data decrypted by 
said decrypting means, for generating transmission 
control data for controlling transmission processing of 
said data transmitted from said external device; 

encrypting means for performing encryption processing 
on said transmission control data generated by said 
control means, said encryption processing being dif- 
ferent from that performed on the first and second data 
received by said reception means; and 

transmitting means for transmitting the transmission con- 
trol data encrypted by said encrypting means to said 
external device. 

14. The data processing apparatus according to claim 13 
wherein said reception means receives said audio visual data 
and the first and second data for the copyright control 
processing thereof. 

15. The data processing apparatus according to claim 14 
wherein 
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the copyright control information is superimposed by 
watermark processing on said audio visual data; 

copyright control information detection means being pro- 
vided for detecting the copyright control information 
from the first and second data decrypted by said 
decrypting means received via said reception means; 

said control means performing copyright control process- 
ing controlling of said data output by said outputting 
means, based on said copyright control information 
detected by said copyright control information detec- 
tion means and based on said medium-type information 
decrypted by said decrypting means, for generating 
transmission control data controlling transmission pro- 
cessing of data transmitted from said external device. 

16. The data processing apparatus according to claim 13 
wherein 

said reception means receiving said first data processed 
with first encryption processing and said second data, 
comprising copyright control information at least rel- 
evant to copyright control processing of said audio 
visual data and which is superimposed in accordance 
with watermark processing, said first data and the 
second data being transmitted from an external device; 

said decrypting means including first decrypting means 
for performing decryption processing, matched to said 
first encryption processing, on said first data received 
by said reception means, and second decrypting means 
for performing decryption processing, matched to said 
watermark processing, on said second data received by 
said reception means; and 

said encrypting means performs encryption processing on 
the transmission control data, said encrypting process- 
ing being different from both said first encryption 
processing and said watermark processing. 

17. The data processing apparatus according to claim 16 
wherein said reception means receives said audio visual data 
and said copyright control information for the copyright 
control processing thereof. 

18. The data processing apparatus according to claim 17 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; 

copyright control information detection means being pro- 
vided for detecting the copyright control information 
from the second data decrypted by said second decrypt- 
ing means; 

said control means performing output control processing 
of said data output by said outputting means based on 
said copyright control information detected by said 
copyright control information detection means and 
based on said medium-type information decrypted by 
said first decrypting means for generating transmission 
control data controlling the transmission processing of 
data transmitted from said external device. 

19. A data transmission system comprising a data repro- 
ducing apparatus and a data processing apparatus, in which 
audio visual data reproduced from a recording medium by 
said data reproducing apparatus is transmitted to said data 
processing apparatus, the transmitted data being processed 
in a predetermined manner by said data processing apparatus 
and in which the processed data is then output, 

said data reproducing apparatus including reproducing 
means for reproducing first and second data recorded 
on a recording medium, first encryption means for 
performing first encryption processing on said first data 
reproduced from said recording medium by said repro- 
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ducing means, said first data comprising medium-type 
information, second encryption means for performing 
second encryption processing different from said first 
encryption processing on said second data reproduced 

5 from said recording medium by said reproducing 
means, said second data comprising copyright control 
information, and said second encryption processing 
comprising watermark processing to superimpose said 
second data on said audio visual data, and transmission 

10 means for transmitting the data encrypted by said first 
encryption means and the second encryption means; 
said data processing apparatus including reception means 
for receiving first data processed with said first encryp- 
tion processing and second data superimposed on said 

15 audio visual data in accordance with said watermark 
processing different from said first encryption 
processing, comprising copyright control information 
at least relevant to copyright control processing of said 
audio visual data, said first and second data being 

20 transmitted from an external device, first decrypting 
means for performing first decryption processing, 
matched to said first encryption processing, on said first 
data received by said reception means, second decrypt- 
ing means for performing second decryption 

25 processing, matched to said watermark processing, on 
said second data received by said reception means, 
outputting means for outputting data decrypted by said 
second decrypting means, and control means for per- 
forming copyright control processing of said data out- 

30 put by said outputting means, based on at least the first 
data decrypted by the first decryption means and the 
second data, comprising copyright control information 
decrypted by said second decrypting means, for con- 
trolling outputting processing of said outputting means. 

35 20. The data transmission system according to claim 19 
wherein 

said transmission means and the reception means transmit 
and receive said audio visual data and said copyright 
control information for copyright control processing 
40 thereof, respectively. 

21. The data transmission system according to claim 20 
wherein 

the copyright control information is superimposed by 
45 watermark processing on said audio visual data; 

copyright control information detection means being pro- 
vided in the data processing apparatus for detecting the 
copyright control information from the second data 
decrypted by said second decrypting means, said con- 
50 trol means controlling the output of data by said 
outputting means based on said copyright control infor- 
mation detected by said copyright control information 
detection means and based on said medium-type infor- 
mation decrypted by said first decrypting means. 
5 5 22. A data transmission system comprising a data repro- 
ducing apparatus and a data processing apparatus, in which 
audio visual data reproduced from a recording medium by 
said data reproducing apparatus is transmitted to said data 
processing apparatus, the transmitted audio visual data is 
60 processed in a predetermined manner by said data process- 
ing apparatus, and in which the processed audio visual data 
is output, 

said data reproducing apparatus including reproducing 
means for reproducing first and second data recorded 
65 on a recording medium, encryption means for 
encrypting, in accordance with a first encryption 
processing, the first data comprising media-type infor- 



07/21/2003, EAST Version: 1.04.0000 



US 6,480,607 Bl 



21 



22 



20 



25 



mation reproduced by said reproducing means and for 
encrypting the second data reproduced by said repro- 
ducing means in accordance with a superimposing 
processing, said second data comprising copyright con- 
trol information relevant to at least copyright control 5 
processing of said audio visual data, transmission 
means for transmitting said first and second data 
encrypted by said encrypting means to an external 
signal processing device, reception means for receiving 
playback control data transmitted from said external 10 
signal processing device, said playback control data 
being said data transmitted by said transmission means, 
said transmitted data being processed with copyright 
control processing, decrypting means for performing 
decryption processing matched to the encryption of is 
said playback control data received by said reception 
means, and control means for controlling the playback 
processing of said reproducing means based on said 
playback control data decrypted by said decrypting 
means; 

said data processing device including reception means for 
receiving said first data comprising media-type infor- 
mation and said second data, comprising copyright 
control information relevant to at least copyright con- 
trol processing of said audio visual data, said first data 
being encrypted in accordance with a first encryption 
process and the second data being superimposed on 
said audio visual data in accordance with watermark 
processing, said first and second data being transmitted 
in this encrypted form from an external device, decrypt- 30 
ing means for performing matched decryption process- 
ing on said first and said second data received by said 
reception means, outputting means for outputting data 
decrypted by said decrypting means, control means for 
performing copyright control processing of said data 35 
output by said outputting means, based on at least the 
first data and the second data decrypted by said 
decrypting means, for generating transmission control 
data for controlling the transmission processing of said 
data transmitted from said external device, encrypting 40 
means for performing encryption processing on said 
transmission control data generated by said control 
means, said encryption processing being different from 
the encryption processing performed on the first and 
second data received by said reception means, and 
transmitting means for transmitting the transmission 
control data encrypted by said encrypting means to said 
external device. 

23. The data transmission system according to claim 22 
wherein 

said transmission means and the reception means transmit 
and receive said audio visual data and said copyright 
control information for copyright control processing 
thereof, respectively. 

24. The data transmission system according to claim 23 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; 

copyright control information detection means being pro- 60 
vided in said data processing device for detecting the 
copyright control information from first and second 
data decrypted by said first decrypting means received 
via said reception means; and 

said control means performing copyright control process- 65 
ing of said data output by said outputting means, based 
on said copyright control information detected by said 
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55 



copyright control information detection means and 
based on said medium-type information decrypted by 
said decrypting means, to perform copyright control 
processing of said data output by said outputting means 
to control data transmitted from said data reproducing 
means. 

25. The data transmission system according to claim 22 
wherein 

in said data reproducing device, said encryption means 
includes first encrypting means for performing first 
encryption processing on said first data reproduced by 
said reproducing means and a second encrypting means 
for performing second encryption processing different 
from said first encryption processing on at least copy- 
right control information of said reproduced data rel- 
evant to copyright control processing; and wherein 
in said data processing device, said decrypting means 
includes first decrypting means for performing first 
decryption processing, matched to said first encryp- 
tion processing, on said data received by said recep- 
tion means, and second decrypting means for per- 
forming second decryption processing, matched to 
said second encryption processing, on said data 
received by said reception means, said encrypting 
means performing encryption processing different 
from both the first decryption processing and the 
second decryption processing on the transmission 
control data. 

26. The data transmission system according to claim 25 
wherein 

said transmission means and said reception means trans- 
mit and receive said audio visual data and said copy- 
right control information for copyright control process- 
ing thereof, respectively. 

27. The data transmission system according to claim 26 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; and 

copyright control information detection means being pro- 
vided in said data reproducing device for detecting the 
copyright control information from the audio visual 
data decrypted by said second decrypting means, said 
control means performing output control processing of 
said data output by said outputting means, based on 
said copyright control information detected by said 
copyright control information detection means and 
based on said medium-type information decrypted by 
said first decrypting means to generate transmission 
control data controlling data transmitted from said data 
reproducing means. 

28. A data reproducing method for reproducing audio 
visual data comprising the steps of: 

reproducing first and second data recorded on a recording 
medium; 

performing first encryption processing on the first data 
reproduced, said first data comprising medium-type 
information; 

performing second encryption processing, different from 
said first encryption processing, on said second data, 
said second data comprising copyright control 
information, and said second encryption processing 
comprising watermark processing to superimpose said 
second data on said audio visual data; and 

transmitting the encrypted data and encrypted control 
data; 

wherein said copyright control information and said 
medium-type information are used to control copyright 
control processing. 
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29. The data reproducing method according to claim 28 
wherein 

said audio visual data is reproduced from said recording 
medium. 

30. The data reproducing apparatus according to claim 29 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 

31. A data reproducing method for reproducing audio 
visual data comprising the steps of: 

reproducing first and second data recorded on a recording 
medium; 

encrypting the reproduced first data comprising medium- J5 
type information in accordance with a first encryption 
processing for encrypting the reproduced second data, 
comprising copyright and control information relevant 
to at least the copyright control processing of said audio 
visual data in accordance with a superimposing water- 
mark process; 

transmitting the encrypted first and second data to an 

external signal processing device; 
receiving playback control data transmitted from said 



20 



external signal processing device, said playback control 25 tog etner - 



37. A data processing method for reproducing audio 
visual data comprising the steps of: 

receiving first data subjected to first encryption processing 
and second data superimposed on said audio visual data 
in accordance with watermark processing different 
from said first encryption processing, comprising copy- 
right control information at least relevant to copyright 
control processing of said audio visual data, said first 
and second data being transmitted from an external 
device; 

performing first decryption processing matched to said 
first encryption processing on the received first data, 
said first data comprising medium- type information; 

performing second decryption processing matched to said 
watermark processing on the received second data; 

performing at least copyright control processing of said 
audio visual data based on said first and second data; 
and 

outputting the audio visual data in accordance with said 
copyright control processing. 

38. The data processing method according to claim 37 
wherein said audio visual data and the first and second data 
relevant to copyright control processing thereof are received 



data comprising the data transmitted to said external 
signal processing device following copyright control 
processing and subsequent encryption processing dif- 
ferent from the prior encryption processing performed 
on said control data; 

performing decryption processing on the received play- 
back control data matched to the encryption processing 
for the received playback control data; and 

controlling the playback processing based on the 
decrypted playback control data. 

32. The data reproducing method according to claim 31 
wherein 

said audio visual data is reproduced from said recording 
medium. 

33. The data reproducing apparatus according to claim 32 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 

34. A data reproducing method for reproducing audio 
visual data comprising the steps of: 

reproducing first and second data from a storage device; 

performing first encryption processing on the reproduced 
first data comprising medium-type information; 

performing second encryption processing, different from 
said first encryption processing, on the reproduced 
second data, comprising copyright control information 
relevant to copyright control processing of the repro- 
duced audio visual data; and 

receiving playback control data subjected to encryption 
processing different from both the first encryption 
processing and the second encryption processing. 

35. The data reproducing method according to claim 34 
wherein 

said audio visual data is reproduced from said recording 
medium. 

36. The data reproducing apparatus according to claim 35 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data after 
being reproduced as part of said audio visual data. 
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39. The data processing method according to claim 38 
wherein 

the copyright control information is superimposed by 

watermark processing on said audio visual data; 
the copyright control information is detected from the 

second data decrypted in accordance with said second 

decryption processing; and 
said audio visual data is outputting-controlled based on 

the detected copyright control information and on the 

decrypted medium-type information. 

40. A data processing method for reproducing audio 
visual data comprising the steps of: 

receiving first data comprising medium-type information 
and second data, comprising copyright control infor- 
mation at least relevant to copyright control processing 
of said audio visual data, said first data being encrypted 
in accordance with a first encryption processing and the 
second data being superimposed on said audio visual 
data in accordance with watermark processing, said 
first and second data being transmitted in this encrypted 
form from an external device; 

performing matched decryption processing on the 
received first data and second data; 

outputting the decrypted data; 

performing copyright control processing on said output 
data, based at least in part on the decrypted first and 
second data, to generate transmission control data for 
controlling transmission of data from said external 
device; 

performing encryption processing, different from that 
performed on the first and second data, on the generated 
transmission control data; and 

transmitting the encrypted transmission control data to 
said external device. 

41. The data processing method according to claim 40 
wherein 

said audio visual data and the first and second data 
relevant to copyright control processing are received 
together. 

42. The data processing method according to claim 41 
wherein 
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ihe copyright control information is superimposed by 
watermark processing on said audio visual data; 

the copyright control information is detected from the 
decrypted first and second data; and wherein 

copyright control processing is performed on the output 
data based on the detected copyright control informa- 
tion and based on said medium-type information. 

43. The data processing method according to claim 40, 
further comprising the steps of: 

receiving said first data subjected to first encryption 
processing and said second data, comprising copyright 
control information relevant to at least copyright con- 
trol processing of said audio visual data and which is 
superimposed in accordance with watermark 
processing, said first data and said second data being 
transmitted from an external device; 

subjecting the received first data to first decryption pro- 
cessing matched to said first encryption processing; 
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47. The data transmission method according to claim 46 
further comprising the step of: 

transmitting said audio visual data and said copyright 
control information relevant to copyright control pro- 
cessing together. 

48. The data transmission method according to claim 47 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; and 
wherein 

the reception side detects the copyright control informa- 
tion from decrypted second data and performs output 
control of said audio visual data based on the detected 
copyright control information and the decrypted 
medium-type information. 

49. A data transmission method in which a transmitting 
side transmits audio visual data reproduced from a recording 
medium via a transmission medium and in which a reception 



, , , , . , side performs pre-set processing on transmitted audio visual 

subjecting the received second data to second decryption 20 d>ta £ ^ ^ audio visual data> whcrcin 

processing matched to said watermark processing; and 



subjecting the transmitted control data to encryption pro- 
cessing different from both the first encryption process- 
ing and the watermark processing. 

44. The data processing method according to claim 43, 25 
further comprising the step of: 

receiving said audio visual data and said copyright control 
information relevant to copyright control processing 
together. 

45. The data processing method according to claim 44 30 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio video data; 

the copyright control information is detected from the 
decrypted audio visual data, and wherein 

copyright control processing of said outputted data is 
performed based on the detected copyright control 
information and the decrypted medium-type informa- 
tion. 

46. A data transmission method in which a transmitting 
side transmits audio visual data reproduced from a recording 
medium via a transmission medium and in which a reception 
side performs pre-set processing on transmitted audio visual 
data to output the processed audio visual data, wherein 

the transmitting side reproduces first and second data 
recorded on the recording medium, said first data 
comprising medium-type information, processes the 
reproduced first data with first encryption, processes 
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the transmitting side reproduces first and second data 
recorded on the recording medium, processes the repro- 
duced first data in accordance with a first encryption 
processing, said first data comprising medium-type 
information and processing the reproduced second data 
in accordance with a superimposing process, said sec- 
ond data comprising copyright and control information 
relevant to at least copyright control processing of said 
audio visual data, transmits the encrypted first and 
second data over a transmission medium to the recep- 
tion side, receives encrypted playback control data, 
performs decryption processing matched to encryption 
processing of the received playback control data, and 
controls playback processing based on the decrypted 
playback control data; and wherein 
the reception side receives the transmitted first and second 
data, performs matched decryption processing on the 
received first and second data, outputs the decrypted 
data, performs copyright control processing of said 
output data based on at least the decrypted first and 
second data, generates transmission control data for 
controlling the transmission of data from the transmit- 
ting side, performs decryption processing on the gen- 
erated transmission control data different from that 
performed on the received first and second data, and 
transmits the encrypted transmission control data to the 
transmitting side. 
50. The data transmission method according to claim 49 



the reproduced second data with second encryption 50 further comprising the step of: 



different from said first encryption, said second data 
comprising copyright control information, and said 
second encryption processing comprising watermark 
processing to superimpose said second data on said 
audio visual data, and transmits the encrypted first and 55 
second data over a transmission medium; 
the reception side receives the transmitted first data and 
second data superimposed on said audio visual data, 
performs first decryption processing matched to said 
first encryption processing on the received first data, 60 
performs second decryption processing matched to said 
second encryption processing on the received second 
data, the decrypted first and second data being output, 
and copyright control processing for the output data 
being performed based on at least the copyright control 65 
information subjected to said second decryption pro- 
cessing. 



transmitting said audio visual data and said first and 
second data together. 

51. The data transmission method according to claim 50 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; and 
wherein 

the reception side detects the copyright control infor- 
mation from the decrypted first and second data and 
performs copyright control processing of the output 
data based on at least the detected copyright control 
information and the decrypted medium-type infor- 
mation to generate transmission control data for 
controlling transmission of data from the transmit- 
ting side. 

52. The data transmitting method according to claim 49 
wherein 
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ihe transmitting side performs first encryption processing 
on the reproduced first data, performs second encryp- 
tion processing different from the first encryption pro- 
cessing on the reproduced second data, and receives the 
encrypted playback control data from the receiving 5 
side; and wherein 

the reception side receives the transmitted first and second 
data and the control data, performs first decryption 
processing matched to the first encryption processing 
on said first data and second decryption processing 10 
matched to the second encryption processing on the 
received second data, and decryption on the received 
playback control data corresponding to the encryption 
processing thereof, respectively, and performs encryp- 
tion processing different from both the first encryption 15 
processing and the second encryption processing on the 
transmission control data. 

53. The data transmitting method according to claim 52 
further comprising the steps of: 
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reproducing said audio visual data and said first and 

second data together. 
54. The data transmitting method according to claim 53 
wherein 

the copyright control information is superimposed by 
watermark processing on said audio visual data; and 
wherein 

the reception side detects the copyright control infor- 
mation from decrypted first and second data and 
performs copyright control processing of the output 
data based on at least the detected copyright control 
information and the decrypted medium -type infor- 
mation to generate transmission control data for 
controlling transmission of data from the transmit- 
ting side. 

* * * * • 
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